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introduction

ABOUT THE ESC-MISINFO PROJECT

ESC-MISINFO - Escape Misinformation in the Library - is an Erasmus+ co-funded project running from
May 2025 to April 2027. It brings together public libraries and educational organisations from
Belgium, Poland, Slovenia and the United States to address one of the most pressing challenges of
our digital age: the spread of misinformation.

The project focuses on game-based and non-formal learning approaches to help young
people recognise misinformation, question online content, and reflect on how information is
created, shared and manipulated. As part of Work Package 2 (WP2), ESC-MISINFO develops a
practical toolkit for libraries, including training materials, facilitation guidance and a curated
collection of game-based learning resources.

This Games Collection is conceived as an annex to the main Toolkit. It offers a selection of existing
MIL games that can inspire libraries, educators and youth workers when planning activities with
young people.
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MIL FOR YOUNG PEOPLE

Media and Information Literacy (MIL) refers to the competencies
needed to access, understand, evaluate, use and create information
across different formats and channels. These skills are especially

important for young people, who actively consume, produce and

\
share content through social media, online communities and digital ~
platforms.

Game-based learning can support MIL by placing learners in active roles, where they make choices,
test strategies and experience the consequences of information-related decisions in a safe
environment. The games included in this collection are therefore not intended as stand-alone
activities, but as starting points for reflection, discussion and critical thinking.

LIBRARIES AS SPACES FOR NON-FORMAL LEARNING
Public libraries are trusted, accessible spaces where young people can explore complex topics

outside formal education settings. They are well placed to host non-formal learning activities
that encourage curiosity, dialogue and critical engagement with media and information.

The resources in this collection have been selected with library facilitators in mind. They offer
practical examples of how games can be used to open conversations about misinformation, digital
literacy and responsible information-sharing.

One of the distinctive strengths of the public library as a venue for these activities is its capacity to
bring people together. Libraries do not simply provide a space where games can be hosted: they are
environments where group experiences can be created and facilitated.

Although most of the games in this collection are designed for single-player use, they need
not be played in isolation. Facilitators are encouraged to think creatively about how to build a
social learning environment around individual gameplay: two participants can share a device
and work through a game collaboratively, or a larger group can play individually and then come
together for a structured debrief, comparing their choices, reactions and outcomes. In a
library setting, the game becomes a starting point and the conversation and reflection that
follow are where much of the learning happens
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HOW TO USE THIS COLLECTION

This collection is a practical resource for library professionals and educators looking to
incorporate game-based media literacy activities into their programming. It is designed to be
used flexibly:

« As a discovery tool, to browse games you may not yet know
- As a preparation tool, to gather all the practical information needed to facilitate a specific game

« As a planning tool, when designing a media literacy programme for young people

The collection is meant to complement the ESC-MISINFO Toolkit, which contains the broader
pedagogical framework, general facilitation guidelines, and detailed descriptions of debrief
techniques. Where useful, individual case studies in this collection refer back to the Toolkit.

STRUCTURE OF THE COLLECTION
After this introduction, the collection is organised as follows:

« An at-a-glance overview table summarising all selected games
« Four thematic sections grouping the games by format/type (see Categories of Games below)
« A section dedicated to additional games, highlighting those created within EU-funded projects

« A glossary of key terms used throughout the document

CATEGORIES OF GAMES

The games in this collection have been grouped into four categories that reflect their format
and mode of engagement. This categorisation is intended to help facilitators quickly identify
games that suit their setting, audience and available resources. Each game’s format (online /
in-person / both) is also indicated in its info table, so that the digital vs. physical dimension
remains visible at a glance.
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° Choice-Based Simulations

Choice-based simulations place the player in the role of a decision-maker within a narrative
scenario. Rather than testing knowledge, they work by allowing players to experience the
mechanics of disinformation from the inside, typically by taking on the role of a bad actor.
This approach is rooted in psychological inoculation theory, which holds that exposure to
weakened forms of manipulation techniques builds resistance to them.

These games are typically online and can be played individually on a computer or mobile
device. They are low-barrier to use (no installation or account required in most cases) and
can be integrated into library programming with minimal setup. They work well as a starting
point for a media literacy session, followed by a facilitated debrief.

Games: Harmony Square - Cat Park

e Quiz Games

Quiz-based games use multiple-choice questions and challenges to test and build
knowledge of specific media literacy concepts and manipulation techniques. They are
typically structured around a particular framework - such as the FLICC taxonomy of science
denial - and reward players for correctly identifying fallacious arguments.

Unlike choice-based simulations, quiz games tend to focus on knowledge acquisition and
recognition skills rather than experiential learning. They are well-suited to mobile use, which
makes them convenient for individual practice before or after a group session, or as a useful
’vocabulary builder’ before introducing more complex activities.

Games: Cranky Uncle

ESC-MISINFO - GAMES COLLECTION 6



[ INTRODUCTION CHAPTER 01

e Board & Card Games

Physical board and card games are designed for in-person group play and are particularly
well-suited to the library setting. They require no technology and can accommodate groups
of different sizes. The face-to-face nature of these games encourages discussion,
negotiation, and collaborative or competitive reasoning, skills that are directly transferable to

real-world information evaluation.

Physical games typically require more preparation than digital ones (setting up the board,
distributing cards, explaining rules), but their tactile and social nature often generates
strong engagement and memorable learning experiences. Facilitation and debrief are

especially important with this format.

Games: Lizards & Lies

Escape Games

Escape games (or ‘escape room’-style games) challenge players to solve a series of puzzles
or challenges within a narrative framework. In the context of media literacy, these games
typically immerse players in a scenario involving disinformation, asking them to investigate,

verify, and act on information under time pressure or narrative tension.

Escape games can be digital (played online or via an app) or physical (set up in a physical
space such as a library room). They tend to be more complex to set up and facilitate than
other game types, but they offer a high level of immersion and emotional engagement. The
debriefing phase is particularly important after escape games, as players need to process

the experience and connect it to real-world contexts.

Games: The Euphorigen Investigation - Chronoshift - Escape Fake
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Games at a Glance

A quick-reference overview of all seven featured games in this collection.

GAME FORMAT GAME TYPE LANG. DURATION DEBRIEF PLAYERS AGE DIFF. COST
Harmony Online Choice- 19 20-30 15 min Single 15+ 13 Free
Square (browser) based min
simulation
Cat Park Online Choice- " 20-30 20 min Single 15+ 13  Free
(browser based min
+ mobile) simulation
Cranky Mobile Multiple 17 10-15 min/ — Single 14+ 1/3  Free
Uncle only choice quiz technique
Lizards & In-person Board 3 ~2 hours Integrated 2v2/ 14+ 3/3 Free
Lies game V1 (PnP)
/ ~€86
Euphorigen Online + Escape 12 45-60 30+ min  Single 14+ 2/3 Free
in-person game min
Chronoshift In-person Escape 4 30-45 30+ min  Single 12+ 2/3 Free
game min
Escape Augmented ARescape 8  30/60/30 20 min Single 12-18 3/3 Free
Fake Reality room min per / pair
room
LEGEND

Diff. = Difficulty (1 easy - 3 complex)

Lang. = Number of available languages

PnP = Print-and-play
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HARMONY SQUARE

harmony square

#Disturb the square’s peace and quiet with disinformation

GAME TYPE PLATFORM
Choice-based simulation Online - browser
LANGUAGES DURATION BREAKING
19 languages 20-30 min + 15 min
debrief
PLAYERS AGE GROUP
Single player 15+
DIFFICULTY COST
1/3 - Easy Free
TOPIC

Trolling, emotional manipulation, conspiracy theorizing, polarisation, bots

SPECIAL MENTIONS

Backed by peer-reviewed research: the game’s effectiveness has been validated in a study
published in the Harvard Kennedy School Misinformation Review (Roozenbeek et al., 2020).

DESCRIPTION

In Harmony Square, players take on the role of a ’Chief Disinformation Officer’ tasked with
destabilising the once-peaceful Harmony Square - a fictional community that serves as a
microcosm of democratic society. Across four levels, players deploy tactics such as trolling,
emotional manipulation, conspiracy theorising, polarisation and bot amplification to sow
division among residents and undermine community cohesion. Grounded in psychological
inoculation theory, the game works by turning players into the bad actors: by experiencing

the mechanics of political misinformation from the inside, players build cognitive resistance to

these techniques when they encounter them in the real world.

ESC-MISINFO - GAMES COLLECTION
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[l CHOICE-BASED SIMULATIONS HARMONY SQUARE

LEARNING OUTCOMES

0 | Recognise media manipulation techniques
Players will learn to identify the key tactics used in political disinformation campaigns -
including trolling, emotional manipulation, polarisation and artificial amplification - and
understand how each works to mislead.

e | Understand how misinformation is constructed
Players will gain insight into the process of creating and spreading misleading content, and why
it can feel credible and convincing even to critical readers.

e | Build critical confidence

Players will strengthen their ability to detect and question manipulative content when

navigating online information environments, and become more resistant to being misled.

PEDAGOGICAL MATERIALS

« A dedicated teacher toolkit is available as a free PDF download from the Harmony Square website

« For a detailed group facilitation activity, see the ESC-MISINFO Toolkit (World Café activity for
Harmony Square)

TRIED & TESTED — STATEMENT FROM VID

“The quickest and easiest game to play for anyone with a phone, tablet or computer. Taking on
the role of a troll will make you question your choices and improve your ability to spot similar
disruptive strategies online.”

CONTACT

« Author / Organisation: The U.S. Department of State’s Global Engagement Center (GEC), the U.S.
Department of Homeland Security’s Cybersecurity and Infrastructure Security Agency (CISA), Tilt
and the University of Cambridge

« Country: NL, USA

» Website: harmonysquare.game

« Email: info@harmonysquare.game
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[ CHOICE-BASED SIMULATIONS CAT PAK
#Use common disinformation techniques to turn the public against the park
GAME TYPE PLATFORM
Choice-based simulation Online - browser &
mobile
LANGUAGES DURATION
1M languages 20-30 min + 20 min
debrief
PLAYERS AGE GROUP -
Single player 15+
DIFFICULTY COoST
1/3 - Easy Free
TOPIC

Media manipulation, sensationalism, scare tactics, polarising narratives

SPECIAL MENTIONS

A survey analysis conducted by the University of Cambridge found that players are on average 19
percentage points more likely to spot disinformation and 15 percentage points less likely to want to

share it compared to a control group. Source: Tilt Studio case study

DESCRIPTION

real world.

Cat Park is an adventure game in which players travel through a fictional city, meeting an

local cat park. Through a series of puzzles and mini-games, players actively simulate the
creation and spread of disinformation - fabricating content, manipulating social media

Square, Cat Park draws on active inoculation theory: by experiencing the mechanics of

eclectic cast of characters all working towards a shared goal: turning public opinion against a

narratives and exploiting community tensions to influence public perception. Like Harmony

manipulation firsthand, players build measurable cognitive resistance to disinformation in the

ESC-MISINFO - GAMES COLLECTION
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[l CHOICE-BASED SIMULATIONS CAT PARK

LEARNING OUTCOMES

0 | Improve visual media literacy

Players will learn to recognise visual content designed to evoke negative emotions rather than
provide objective information, and develop greater resilience when encountering emotionally

manipulative imagery online.

e | Identify clickbait strategies

Players will learn to spot sensational or misleading headlines engineered to attract clicks and
drive traffic, and to look beyond them in search of more objective sources.

e | Develop self-reflection

Players will reflect on their own online behaviour and build the habit of verifying content before
sharing it, reducing the risk of inadvertently contributing to the spread of harmful information.

PEDAGOGICAL MATERIALS

« A 9-page media literacy lesson plan is available as a free PDF download from the Cat Park website

« For a detailed group facilitation activity, see the ESC-MISINFO Toolkit (Appreciative Inquiry
activity for Cat Park)

TRIED & TESTED — STATEMENT FROM VID

"An expanded experience similar to Harmony Square will have you play an internet bad quy,
but with an added narrative of fixing your mistakes afterwards, resulting in a valuable lesson:
think before you click!”

CONTACT

« Author / Organisation: The U.S. Department of State’s Global Engagement Center (GEC), the U.S.
Department of Homeland Security’s Cybersecurity and Infrastructure Security Agency (CISA), Tilt
and the University of Cambridge

« Country: NL, USA
« Website: catpark.game
« Email: GECTech(@state.gov
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QUIZ GAMES

CRANKY UNCLE

cranky uncle

#Build resilience against misinformation

GAME TYPE
Multiple choice quiz

LANGUAGES

17 languages

PLAYERS
Single player

DIFFICULTY
1/3 - Easy

TOPIC

Rhetorical techniques used to mislead; FLICC framework of science denial

PLATFORM
Mobile only

DURATION
10-15 min per technique
+ min. 30 min debrief

AGE GROUP
14+

CcOST
Free

SPECIAL MENTIONS

Based on peer-reviewed research by cognitive scientist John Cook. The game’s effectiveness is

documented in Environmental Education Research (Cook, 2022).

DESCRIPTION

Cranky Uncle is a cartoon-based mobile quiz game that uses humour and gamification to build

resilience against misinformation. Players are quided by a cigar-chomping, conspiracy-

spouting uncle who challenges them to recognise the rhetorical techniques used to deny or

distort scientific facts. The game is structured around the FLICC framework - Fake Experts,

Logical Fallacies, Impossible Expectations, Cherry Picking and Conspiracy Theories - and

progressively introduces 14 distinct denial techniques across multiple levels. Unlike choice-

based simulations, Cranky Uncle focuses on knowledge acquisition and pattern recognition,

making it a particularly effective 'vocabulary builder’ for participants before or alongside more

immersive activities.

ESC-MISINFO - GAMES COLLECTION
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QUIZ GAMES CRANKY UNCLE

LEARNING OUTCOMES

1 Identify rhetorical manipulation techniques
Players will learn to recognise the five categories of the FLICC framework and understand how
each is used in practice to mislead audiences on scientific and factual issues.

2 Develop critical thinking
Players will strengthen their ability to detect when logic and factual information are being
manipulated, both in online content and in everyday conversations.

3 Build resilience to science-related misinformation

Players will become more resistant to disinformation patterns commonly used to distort
scientific consensus, including on topics such as climate change, vaccines and public health.

PEDAGOGICAL MATERIALS

« A 21-page teacher’s guide is available as a free download from the Cranky Uncle website

« For a detailed group facilitation activity, see the ESC-MISINFO Toolkit (Biographical Learning
activity for Cranky Uncle)

TRIED & TESTED — STATEMENT FROM VID

"An excellent game to introduce your users to various techniques of science denial and help
them level up their debating abilities - we all know a Cranky Uncle, and knowing how to

communicate with them is a valuable skill for every young person to have.”

CONTACT

« Author / Organisation: cognitive scientist John Cook, in collaboration with creative agency
Goodbeast, first crowd-funded and developed at the George Mason University
« Country: US

« Website: crankyuncle.com/game

« Email: Contact form on the website
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BOARD AND CARD GAMES

LIZARDS & LIES

lizards & lies

#Disinform the internet

GAME TYPE
Board game (choice-
based simulation)

LANGUAGES
3 languages

PLAYERS
4 players (Iv1 or 2v2)

DIFFICULTY
3/3 — Complex

TOPIC

PLATFORM
In-person

DURATION
approx. 2 hours

AGE GROUP
14+

COST

Free to download and
print. A pre-printed copy
can also be ordered from
The Game Crafter
(~€85-88)

D

Bésindorm tha intemat

Conspiracy theories on social media, national events, algorithms, spread of lies

DESCRIPTION

Lizards & Lies is a competitive card and board game in which players take on opposing roles

within a social media ecosystem - some attempting to spread conspiracy theories, others

trying to counter them. Set against the backdrop of a national crisis, the game models how

misinformation gains traction online: through algorithmic amplification, echo chambers,

confirmation bias and the emotional dynamics of digital communities. Designed specifically for
group play, it generates lively discussion and debate, making abstract concepts about online

manipulation visible and tangible through direct gameplay experience. Its in-person format

makes it particularly well-suited to the library setting.

ESC-MISINFO - GAMES COLLECTION
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[l BOARD & CARD GAMES LIZARDS & LIES

LEARNING OUTCOMES

Q | Understand how misinformation spreads

Players will gain insight into the dynamics of online information ecosystems - including the
roles played by algorithms, echo chambers and confirmation bias in amplifying false content.

e | Recognise the anatomy of conspiracy theories

Players will develop the ability to identify the characteristics and emotional triggers of
conspiracy narratives, particularly those that emerge and spread during times of social

uncertainty or crisis.

e | Reflect on collective responsibility

Players will explore how individual choices - what to share, who to trust, how to respond - shape
the shared information environment and affect others.

PEDAGOGICAL MATERIALS

« A comprehensive rules and game kit is available to download from the Lizards & Lies website

« For a detailed group facilitation activity, see the ESC-MISINFO Toolkit (Design Thinking activity for
Lizards & Lies)

TRIED & TESTED — STATEMENT FROM VID

“If you feel at home learning and playing board games, this is a great card game to play and
understand the way misinformation spreads online - and who’s doing their best to stop it. Are

your users spreaders or stoppers when it comes to sharing misinformation online?”

CONTACT

« Author / Organisation: Project Lead — Scott DeJong; Lead Designer — Scott DeJong; Producer —
Dr. Fenwick McKelvey; Lead Graphic Designer — Alexander Bustamante; Designer — Natalia Balska
« Country: Canada

- Website: lizardsandlies.ca

« Email: Contact form on the website

ESC-MISINFO - GAMES COLLECTION 19


https://www.lizardsandlies.ca/_files/ugd/e3bd70_ddeb5309b3444c7ab84da0930daab3b0.pdf
https://www.lizardsandlies.ca/

B GAMES COLLECTION - SECTION 05

ESCAPE GAMES




[ ESCAPE GAMES EUPHORIGEN

[ J [ J [ J [ J
the euphorigen investigation
#Uncover the truth and spread the word
GAME TYPE PLATFORM
Escape game Online
& in-person
LANGUAGES DURATION i
12 languages 45-60 min + 30 min _ i '
(o
debrief /.@C(/D_ —
INVESTIGATION
PLAYERS AGE GROUP EATE MO
Single 14+
DIFFICULTY COST
2/3 - Medium Free
TOPIC
Deceptive information, miracle drug, source verification, misleading charts and headlines,
deepfakes, bot accounts

SPECIAL MENTIONS

Co-developed by the Center for an Informed Public, University of Washington (UW/CIP) - ESC-
MISINFO partner. Being localised into Dutch (Flemish), Polish and Slovenian as part of the ESC-
MISINFO project, making it available to audiences across all three European partner countries.

DESCRIPTION

In The Euphorigen Investigation, players are tasked with uncovering the truth about a
mysterious cognitive supplement - rumoured to have been used by the wealthy for years -
that the government now plans to introduce into the public water supply. As they track down
sources, examine scientific data and encounter a compelling video statement from a
prominent expert, players discover that not everything is as it seems. The game is designed to
explore how persuasive messaging, manipulative techniques and human cognitive biases
shape the way we interpret information, particularly in high-stakes situations. Players
encounter fabricated data visualisations and a deepfake video, each crafted to feel entirely
credible, making The Euphorigen Investigation a powerful first-person lesson in how easily any
of us can be deceived.
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[ ESCAPE GAMES EUPHORIGEN

LEARNING OUTCOMES

o | Experience the reality of being fooled

Players will discover first-hand how compelling evidence, emotional reactions and social
pressure can lead anyone - not just ‘other people’ - to accept and act on false information.

e | Identify Al-generated and manipulated media

Players will develop the ability to recognise deepfakes and artificially generated video content
used to simulate credibility or endorse misleading claims.

e | Detect data manipulation

Players will learn how scientific data and visualisations can be selectively presented or
distorted to support false narratives.

° | Reflect on sharing practices

Players will consider the consequences of sharing unverified information, and the importance

of pausing to verify before forwarding.

PEDAGOGICAL MATERIALS

« A dedicated event quide and debrief kit are available through the Loki’s Loop website

« For a detailed group facilitation activity, see the ESC-MISINFO Toolkit (Open Space activity for The

Euphorigen Investigation)

TRIED & TESTED — STATEMENT FROM VID

"An excellent escape room-type puzzle game that will fool your users into sharing the wrong
information online. Use this valuable gotcha moment to talk about something each of us can

do online to avoid similar moments happening in real life.”

CONTACT

« Author / Organisation: Loki’s Loop research group, University of Washington
« Country: USA

- Website: lokisloop.org/games

« Email: lokisloop@uw.edu
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[ ESCAPE GAMES CHRONOSHIFT

chronoshift
#Rewrite reality
GAME TYPE PLATFORM
Escape game In-person
LANGUAGES DURATION
4 languages 30-45 min + 30 min
debrief
PLAYERS AGE GROUP
Single 12+ ESCAPE ROOM
DIFFICULTY COST
2/3 - Medium Free
TOPIC
Al-generated content, time-travel narrative, student council, consequences of an Al-
generated post

SPECIAL MENTIONS
Co-developed by the Center for an Informed Public, University of Washington (UW/CIP) - ESC-
MISINFO partner. Being localised into Dutch (Flemish), Polish and Slovenian as part of the ESC-
MISINFO project, making it available to audiences across all three European partner countries.

DESCRIPTION

In ChronoShift, what begins as a harmless Al-generated prank quickly spirals out of control: a
fabricated post intended as a joke ends up derailing a friend’s campaign for student council
president. Players must travel back in time, trace the path of the misinformation, and intervene
before the damage becomes irreversible. Set in a relatable school environment, the game
invites players to reflect on the unintended consequences of using generative Al tools, even
with playful intent. Research suggests that many young people do not fully consider the
potential harm of Al-generated content; ChronoShift makes that harm visible and personal. The
game also encourages players to draw connections between familiar social contexts and
wider democratic processes, including elections at a national scale.

ESC-MISINFO - GAMES COLLECTION
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[ ESCAPE GAMES CHRONOSHIFT

LEARNING OUTCOMES

0 | Understand the unintended consequences of Al

Players will reflect on how generative Al tools, even when used as a joke, can produce content
that causes real harm when it enters digital circulation.

e | Trace the spread of misinformation
Players will develop their understanding of the actors, channels and mechanisms through which
false or misleading content travels in online environments.

a | Connect personal experience to democratic processes
Players will draw connections between the familiar dynamics of peer conflict and the broader
mechanics of misinformation in democratic contexts, including elections.

° | Strengthen responsible information behaviour

Players will be encouraged to verify information before sharing it and to consider the potential
impact of their digital actions on others.

PEDAGOGICAL MATERIALS

« A comprehensive event guide and debrief guide are available through the Loki’s Loop website

» For a detailed group facilitation activity designed for library settings, see the ESC-MISINFO Toolkit
(Fishbowl Debate activity for ChronoShift)

TRIED & TESTED — STATEMENT FROM VID

"Another fun escape room-type game to show your users that even a harmless prank can have
disastrous consequences. Are your users willing to share their experiences? Were they the
pranksters or the victims, and - since humanity hasn’t invented time-travel yet - how can we
foster the empathy to stop this behaviour?”

CONTACT

« Author / Organisation: Loki’s Loop research group, University of Washington
« Country: USA

- Website: lokisloop.org/games

« Email: lokisloop@uw.edu
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[ ESCAPE GAMES ESCAPE FAKE

escape fake

#Debunk fake news

GAME TYPE PLATFORM
Augmented reality AR (escapefake.orq)

escape game

LANGUAGES DURATION

8 languages 30-60 min per room + 20
min debrief

PLAYERS AGE GROUP

Single player or pair 12-18 years

sharing a device

DIFFICULTY cosT
3/3 - Complex Free
TOPIC

Fake news debunking, AR-based puzzles, source evaluation

SPECIAL MENTIONS

Created by Polycular (Austria), supported by Creative Europe & the European Media and Information
Fund - i.e. created within an EU-funded context.

Escape Fake won the European Digital Skills Award 2025 in the Education category - an initiative of
the European Commission that highlights innovative projects promoting digital skills across Europe.
The game’s educational effectiveness has been validated in a peer-reviewed study published by
Springer (Technology, Knowledge and Learning, 2024), confirming significant learning gains in
knowledge acquisition and ability to discern information.

DESCRIPTION

Escape Fake is a free-to-play augmented reality game in which players work through a series
of digital escape rooms, solving puzzles to uncover and debunk fake news before it shapes the
future. Using a smartphone or tablet, players scan physical image markers to unlock an AR
world in which they analyse sources, evaluate claims and verify information in order to
progress. The game currently includes three full escape room scenarios alongside a range of
shorter standalone activities. Escape Fake combines digital immersion with a rich set of
classroom-ready materials available in multiple European languages.
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[ ESCAPE GAMES ESCAPE FAKE

LEARNING OUTCOMES

0 | Understand algorithms and filter bubbles

Players will learn how Al-driven recommendation systems on platforms such as Instagram,
YouTube and TikTok prioritise engagement over accuracy, limiting exposure to diverse
viewpoints and reinforcing polarisation.

e | Develop data verification skills
Players will strengthen their ability to identify manipulated content and verify online sources,
including through techniques such as reverse image searching.

a | Build cyber security awareness

Players will learn practical measures to protect their digital identity, becoming more aware of
how personal data can be exploited by malicious actors online.

PEDAGOGICAL MATERIALS

An extensive educator toolkit is available from the Escape Fake website. It includes:

« Easy set-up materials for the game « Three educational card games
« Videos and webinars « Additional standalone card-based activities
« A flexible classroom-ready format « Workshops on demand

For a detailed group facilitation activity, see the ESC-MISINFO Toolkit (Role-Play activity for Escape
Fake)

TRIED & TESTED — STATEMENT FROM VID

“Impress your users with this very cool augmented reality (AR) activity. Use the printouts and
app and watch as misinformation pops up from your phone screen. Similar to Chronoshift,
Escape Fake will show users how manipulating history can change the present - usually with
bad consequences.”

CONTACT

« Author / Organisation: Polycular (Austria), supported by Creative Europe & the European Media
and Information Fund
« Country: Austria

« Website: polycular.com — game site: escapefake.org

« Email: info@polycular.com
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more games to explore

The games featured in the main collection represent our core selection, but the landscape of game-
based media literacy is rich and constantly evolving. This additional section expands the collection
by including games that offer value for educators and learners, complementing the core selection
with different perspectives, thematic angles, and formats. We encourage you to explore them
alongside the main games.

Games at a Glance

GAME FORMAT GAME TYPE LANG. DURATION DEBRIEF PLAYERS AGE DIFF. COST
Bad News Online Choice- 29 20 min 20 min  Single 14+ 1/3 Free

(browser) based

simulation

NewsFeed Online Social 1 30+ min 20 min  Single 13+ 1/3 Free
Defenders (browser + media

mobile) moderation
Spot the Online Quiz 1 15-20 min 20 min  Single 16+ 2/3 Free
Troll (browser)
Adevntures Online Adventure 7 45-60 min 20 min  Single 14+ 2/3 Free
of Literatus (browser + game

+ mobile

for

Android)

LEGEND

Diff. = Difficulty (1 easy - 3 complex) Lang. = Number of available languages
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BAD NEWS

bad news

#Build your fake news empire — and learn to fight it

GAME TYPE
Choice-based simulation

LANGUAGES
29 languages

PLAYERS
Single player

DIFFICULTY
1/3 - Easy

TOPIC

PLATFORM
Online - browser

DURATION
20 min + 20 min debrief

AGE GROUP
14+

CcOST
Free

SHoUT

]
PROVOKE
DESTR
— [

FRIGHTEN

BADIE

ENER
WS

Impersonation, emotion, polarisation, conspiracy theories, discrediting, trolling

SPECIAL MENTIONS

The original inoculation game: Bad News is the direct predecessor of both Harmony Square and Cat
Park, developed by the same team at the Cambridge Social Decision-Making Lab and Tilt Studio. It
established the inoculation-through-roleplay approach on which those games are based.

Backed by peer-reviewed research: the game’s effectiveness has been validated in a study

published in the Journal of Cognition (2019).

DESCRIPTION

by deploying six core disinformation techniques: impersonation, emotion, polarisation,

In Bad News, players build a fake news empire from scratch, earning followers and credibility

conspiracy theories, discrediting, and trolling. Set within a simulated social media environment,
the game gradually exposes players to the mechanics of disinformation production, rewarding
them with badges for each technique mastered. Grounded in psychological inoculation theory,
Bad News was the first game of its kind: by experiencing the role of a disinformation producer,
players develop cognitive resistance to the same tactics when they encounter them online. A

quick little game that can easily replace Harmony Square or Cat Park if you’re short on time.
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LEARNING OUTCOMES

0 | Recognise the building blocks of fake news
Players will learn to identify six core techniques used in the production of disinformation and
understand how each contributes to making a false narrative feel credible and shareable.
e | Understand how misinformation spreads
Players will gain insight into how fake content gains traction through emotional engagement,
bot amplification and targeted messaging strateqies.
e | Build pre-emptive critical awareness

By stepping into the role of a disinformation producer, players will become more alert to these

same techniques when they encounter them as consumers of online content.

PEDAGOGICAL MATERIALS

An educator fact sheet is available as a free PDF download from the Bad News website. It includes

background on the game’s design and the inoculation theory that underpins it, alongside
suggestions for group facilitation.

CONTACT

« Author / Organisation: Cambridge Social Decision-Making Lab, Tilt Studio, DROG
« Country: NL, UK
« Website: https://www.getbadnews.com/

« Email: hello@tiltstudio.co
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#Fight hidden ads, viral deception, and false reporting as a NewsFeed Defender!
GAME TYPE PLATFORM
Social media moderation Online - browser &
mobile
LANGUAGES DURATION
1language 30+ min + 20 min debrief
PLAYERS AGE GROUP
Single player 13+
DIFFICULTY COST
1/3 - Easy Free
TOPIC
Clickbait, viral deception, native advertising, dubious sources, one-sided opinion pieces

SPECIAL MENTIONS

Unique format in this collection: players take on the role of a social media platform moderator,
responsible for the quality of content that reaches other users

Personalised experience: players choose their topic area (Student Life, Health & Wellness, or Sports
& Entertainment), tailoring the game to their own interests.

DESCRIPTION

NewsFeed Defenders places players inside Newsably, a fictional social media platform
dedicated to news and information. Starting as a guest user, players progressively level up —
gaining the ability to add posts, choose featured content, comment, and approve or flag
submissions — all while keeping the platform free from clickbait, viral deception, native
advertising disguised as news, dubious sources, and one-sided opinion pieces. Unlike the
inoculation games in this collection, where players learn by producing misinformation,
NewsFeed Defenders teaches news literacy from the receiving and moderating end: players
learn to distinguish reliable from unreliable content by making real-time editorial decisions
with consequences for the platform’s growth and credibility.
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LEARNING OUTCOMES

0 | Identify markers of unreliable content

Players will learn to recognise a range of deceptive content formats — including ads disquised
as journalism, clickbait headlines, and biased reporting — and understand the signals that
distinguish them from credible news.

e | Understand the standards of quality journalism

Players will develop familiarity with the core principles of responsible reporting, including
source verification, factual accuracy, and editorial balance.

e | Reflect on platform responsibility

By taking on the role of a moderator, players will gain insight into the decisions that shape what
information reaches audiences online, and develop a more critical awareness of the role

platforms play in the information ecosystem.

PEDAGOGICAL MATERIALS

An extensive set of resources is available through the iCivics platform. The Game Guide includes
instructions, tips, discussion prompts and classroom activity ideas. An Extension Pack provides a
step-by-step slide deck designed to embed the game within a broader learning sequence, with
activities before, during and after play. Three additional lessons cover real-world issues including
algorithms and content amplification, privacy policies, and the distinction between news and
opinion. — FactCheck.org game page

CONTACT

« Author / Organisation: iCivics, Annenberg Public Policy Center
« Country: United States

« Website: https://ed.icivics.org/games/newsfeed-defenders

« Email: contact via iCivics at https://www.icivics.org/contact
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spot the troll

#Real or fake? Eight profiles. Your instincts might betray you.

GAME TYPE PLATFORM

Quiz Online - browser

LANGUAGES DURATION E “ C :
1language 15-20 min + 20 min

TRal_l_

PLAYERS AGE GROUP

Single player 16+ _

DIFFICULTY cosT

2/3 - Medium Free

TOPIC

Inauthentic accounts, troll operations, financial fraud, foreign propaganda, health-related
scams

SPECIAL MENTIONS

Backed by peer-reviewed research: a 2023 study published in PNAS Nexus demonstrated that
playing the quiz significantly improves players’ ability to distinquish real from inauthentic social
media accounts.

Unique focus: it is the only game here that teaches players to identify inauthentic accounts, rather
than fake content - an important skill in today’s information environment.

DESCRIPTION

Spot the Troll presents players with eight real social media profiles — a mix of authentic
accounts and inauthentic troll accounts — and asks them to decide, for each one, whether the
person behind it is real or fake. After each decision, players receive immediate feedback
explaining the specific signals that made the account authentic or suspicious. All profiles in
the quiz are drawn directly from real social media activity, with only minor edits to protect the
privacy of individuals. The updated version of the quiz (2.0) expands beyond its original focus
on Russian interference operations to cover a broader range of deceptive account types,
including financial fraud, foreign propaganda, and health-related scams.
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Please note:

We included Spot the Troll in the collection because we find it particularly useful and engaging: it
uses real-life examples and provides strong follow-up explanations on online troll tactics, making it a
valuable tool for building critical awareness of manipulation strategies.

That said, facilitators should be aware that the game’s content is heavily US-centric. We flag this not
as a reason to exclude it, but to empower librarians to make an informed choice: depending on their
group and context, you may choose to use this game as-is, pair it with a local debriefing discussion,
or opt for an alternative game that speaks more directly to their participants’ reality.

LEARNING OUTCOMES

0 | Identify the markers of inauthentic social media accounts

Players will learn to read profile-level signals — including posting patterns, follower counts,
profile photographs, and linquistic cues — that distinguish real users from coordinated troll

operations.

e | Understand the diversity of online deception

Players will gain awareness of the range of goals behind fake accounts, from political
manipulation and foreign propaganda to financial fraud and health misinformation.

e | Build scepticism about online identities

Players will become more reflective about the sources behind the content they encounter on
social media, developing the habit of questioning not just what is said, but who is saying it and
whuy.

PEDAGOGICAL MATERIALS

A dedicated resources section on the Spot the Troll website includes more than twenty research

articles on Russian troll operations and online disinformation tactics, organised to extend the
feedback provided on each of the eight profiles in the quiz. Because the profiles include content
referencing political propaganda and fraud, facilitators working with younger audiences are
advised to preview the quiz and prepare a brief contextual introduction. The game works
particularly well as a starting point for discussion about the role of fake accounts in amplifying

disinformation campaigns.

CONTACT

« Author / Organisation: Media Forensics Hub, Clemson University
« Country: United States
« Website: https://spotthetroll.org

« Email: contact via Clemson Media Forensics Hub at https://www.clemson.edu/centers-
institutes/watt/hub/
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the adventures of Literatus

#Rescue Princess Vferitas - and learn to spot a fake along the way

GAME TYPE PLATFORM

Adventure game Online - browser +
mobile for Android

LANGUAGES DURATION

7 languages 45-60 min + 20 min
debrief

PLAYERS AGE GROUP

Single player 14+

DIFFICULTY cosT

2/3 - Medium Free

TOPIC

Fact-checking, source verification, debunking fakes, photo and video verification,
misinformation on social media.

DESCRIPTION

The Adventures of Literatus follows Prince Literatus as he travels through ten different
locations of the kingdom of Informia in search of his beloved Princess Veritas, who was
kidnapped by the ruler of the neighbouring kingdom of Manipulis. As players accompany
Literatus on his quest, they are challenged to spot disinformation, debunk fakes, and check
suspicious photos and videos. Each location presents a new information challenge - from
tracing misinformation on social media to evaluating photographs and piecing together facts -
with the game concluding by showing players an overall assessment of their competence as
media consumers. The narrative wrapping gives the game a distinct fairy-tale quality that sets
it apart from the more simulation-based games in this collection, while its practical challenges
remain grounded in real-world fact-checking skills.
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LEARNING OUTCOMES

° | Develop information verification skills

Players will practise locating, analysing and verifying information from multiple sources,

building habits directly applicable to navigating online environments.

e | Recognise and debunk fake content

Players will learn to identify manipulated or fabricated images, videos and news stories, and

develop a practical toolkit for exposing them.

e | Make better decisions in information-rich environments

Players will reflect on how to evaluate competing claims and act on reliable information,

strengthening their overall media literacy competence.

PEDAGOGICAL MATERIALS

Information on pedagogical materials is available through the Media Initiatives Center website at
mediainitiatives.am. The game can be played via browser at https://media.am/literatus/#en or

downloaded as a mobile app (only for Android).

CONTACT

« Author / Organisation: Developed by the Media Initiatives Center (Armenia), with the support of
USAID through the Media for Informed Civic Engagement project, and with additional support from
Deutsche Welle Akademie and the Moldovan Independent Journalism Center

« Country: Armenia

» Website: https://media.am/literatus/#en

- Email: available via contact form at mediainitiatives.am
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GAMES CREATED IN EU-FUNDED PROJECTS

This section highlights games developed or co-funded by European institutions and initiatives.
These projects are part of a broader EU-level commitment to strengthening digital literacy and
building resilience to disinformation across Europe. All of the games below were created within
Erasmus+ partnerships, bringing together educators, designers and researchers from multiple
European countries, and all centre directly on misinformation, fake news, and critical information
evaluation.

It is worth noting that one game already featured in the main collection - Escape Fake - also
belongs to this category: created by Polycular (Austria) with support from Creative Europe and
the European Media and Information Fund, it stands as a strong example of what EU-funded
game development in the media literacy space can produce. The games below complement
that example with different formats and thematic angles.

EU-Funded Games at a Glance

GAME FORMAT GAME TYPE LANG. DURATION DEBRIEF PLAYERS AGE DIFFICULTY COST
Follow In-person Card game 2 60 min 60-75 3-4 12+ 2/3 Free
Me min /group (PnP)/
£€24.9
Anti- In-person + Hybrid 4 60 min Integrated 5-8 15+ 2/3 Free
Rumour online card/role
game

ESC-MISINFO - GAMES COLLECTION 37


https://drive.google.com/drive/folders/1pgamnh2xE4DoMmK2sxDuoM8UcMwkAm91?usp=sharing
https://drive.google.com/drive/folders/1pgamnh2xE4DoMmK2sxDuoM8UcMwkAm91?usp=sharing
https://drive.google.com/drive/folders/1pgamnh2xE4DoMmK2sxDuoM8UcMwkAm91?usp=sharing
https://gamifactory.eu/follow-me

[ EU-FUNDED GAMES FOLLOW ME

follow me

#Think before you share — or lose your followers

GAME TYPE PLATFORM

Card game In-person I R()
| 2%'1;3 'q

LANGUAGES DURATION i

2 languages 60 min + 60-75 min

debrief

PLAYERS AGE GROUP

3-4 per group 12+

DIFFICULTY cosT

3/3 - Complex Free (PnP) or €24.9

(printed version)

SPECIAL MENTIONS

Developed as part of the Erasmus+ project "Games against hoaxes - game based approach to critical
thinking education of youth” (co-funded by the European Union). Produced by Impact Games
(Slovakia) in partnership with Brodir s.r.o. and Double Quote Studio (2021).

DESCRIPTION

In follow me, players become users of a fictional social media platform called Duckface. Their
goal is to attract as many Followers as possible, but followers have two requirements: the right
topic interest and a minimum Credibility threshold. Players gain followers by sharing News cards
and creating Original Content, but sharing a Hoax costs Credibility. Since players cannot always
tell whether a news card is true or false, the game creates a realistic tension between the desire
for popularity and the need for accuracy. Action cards allow players to Fact Check other players’
posts, gaining Credibility if a hoax is exposed. Event cards introduce unexpected developments
— including Al-generated content and unreliable sources — that affect all players. The game is
won by the player with the most Followers after 8-9 turns. An extension activity ("Make Your
Own News™) invites participants to create their own News cards, reinforcing the connection
between the game’s mechanics and real-world information verification skills.
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LEARNING OUTCOMES

0 | Understand the social media attention economy

Players experience how the drive for followers and engagement can incentivise the sharing of
unverified content, and reflect on this dynamic in real-world platforms.

e | Practise fact-checking as an active skill

By using Fact Check cards, players learn that verifying information benefits both themselves
and the wider information environment.

e | Recognise the long-term value of credibility

The scoring system demonstrates that short-term gains from sharing hoaxes are outweighed
by the loss of credibility and followers over time.

° | Develop awareness of cognitive bias and echo chambers

Through post-game debrief, participants explore concepts including confirmation bias, filter
bubbles and the role of algorithms in shaping what we see online.

PEDAGOGICAL MATERIALS

A full methodological quide is available as a free PDF download from impactgames.eu. It includes

two complete lesson plans (for formal and non-formal settings), detailed debrief questions, the
Make Your Own News extension activity, and a theoretical overview on media literacy, cognitive
bias and disinformation.

A free print-and-play version is available for download here. Libraries that prefer a ready-made
physical set can order a printed copy of the English edition at gamifactory.eu/followme-eng.

CONTACT
« Author / Organisation: Impact Games (impactgames.eu) and Brodir s.r.o., in the framework of the
Erasmus+ project "Games against hoaxes”
« Country: Slovakia

» Website: https://gamifactory.eu/follow-me

« Email: available via contact form at impactgames.eu
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anti-rumour

#Can you tell fact from fake — even when the rumour comes from inside the room?

GAME TYPE PLATFORM
Hybrid card/role game In-person + online
[~ RumMouR

LANGUAGES DURATION Bl /.
4 languages 60 min (debrief , * ,

integrated) " o _ g
PLAYERS AGE GROUP * !
5-8 15+
DIFFICULTY cosT
3/3 - Complex Free

SPECIAL MENTIONS

Developed as part of the Erasmus+ project "Anti-Rumour” (Project Number: 2021-2-DE04-K220-YOU-

000048336), a partnership between Stiftung Digitale Chancen (Germany), Citizens in Power
(Cyprus), Dramblys (Spain) and Challedu (Greece).

Unique format in this collection: it is the only game here that combines hidden roles with real-time

internet research. Players do not simply react to pre-existing content but they actively seek it out.

DESCRIPTION

In Anti-Rumour, players act as content creators in a media literacy challenge on a platform
such as TikTok. Each round, they receive a secret Role card (Conspirator or Truth Enthusiast)
and a topic. They have 10 minutes to search it online, but the direction of their search is
shaped by their role: Conspirators look for fake news and misleading sources, while Truth

others to vote for their topic. Players vote secretly without knowing each other’s roles. Once
roles are revealed, points are distributed: Conspirators score for each piece of fake news that
gets shared and each true fact that gets blocked; Truth Enthusiasts score for each true fact
shared and each piece of fake news blocked. After 3 rounds, with roles reshuffled each time,
the player with the most points wins. Since players experiences both roles, they understand
both how disinformation is produced and spread, and how it can be identified and countered.

Enthusiasts seek verified facts. Then each player shares their findings, trying to persuade the
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LEARNING OUTCOMES

0 | Develop real-time source evaluation skills

The timed research phase requires players to quickly assess the reliability of online sources

under pressure - a skill directly transferable to everyday information consumption.

e | Understand how framing shapes perception
By watching the same or similar topics presented from opposing perspectives (fact vs. fake),
players become alert to how presentation, tone and selection of evidence influence credibility.
e | Practise critical peer assessment

The voting and debating phase trains players to evaluate others’ claims and ask probing

questions before making decisions.

° | Reflect on personal bias

Experiencing both the Conspirator and Truth Enthusiast roles helps players recognise how their

own information-seeking behaviour can be shaped by pre-existing beliefs or incentives

PEDAGOGICAL MATERIALS

« A Facilitator’s Guide is available for free download from anti-rumour.eu.

» Google drive folder with all the game materials is here.

CONTACT
« Author / Organisation: Anti-Rumour consortium — Stiftung Digitale Chancen (Germany), Citizens in
Power (Cyprus), Dramblys (Spain), Challedu (Greece)
« Country: Germany, Cyprus, Spain, Greece

« Website: https://anti-rumour.eu
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glossary

The following terms are used throughout this document. Definitions are provided to support

facilitators who may be new to the field of media and information literacy.

AUGMENTED REALITY (AR)

Technology that overlays digital content (images, text, sounds) onto the physical world, typically
through a smartphone or tablet camera. Used in games such as Escape Fake to create immersive,
interactive experiences.

DEBRIEF / FACILITATED DEBRIEF

A structured discussion session that takes place after a game or activity, guided by a facilitator. The
debrief helps participants reflect on their experience, connect it to real-world contexts and
consolidate learning.

DISINFORMATION

False information that is deliberately created and spread with the intention to deceive or cause
harm. Disinformation is distinguished from misinformation by the element of intent.

ESCAPE GAME / ESCAPE ROOM

A game format in which players must solve a series of puzzles or challenges within a set time limit to
’escape’ a scenario. Escape games can be physical (set up in a room) or digital (played online).

FILTER BUBBLE / ECHO CHAMBER

Two related but distinct phenomena that limit exposure to diverse information online. A filter bubble
arises when platform algorithms curate content based on a user’s past behaviour, progressively
narrowing the range of viewpoints they encounter. An echo chamber describes an environment —
shaped by both algorithms and personal choices — in which people mainly engage with content and
communities that reinforce their existing beliefs. Both phenomena can increase susceptibility to

misinformation by reducing exposure to alternative perspectives and critical counter-voices.

FLICC FRAMEWORK

A taxonomy of five key techniques used in science denial and disinformation: Fake Experts, Logical

Fallacies, Impossible Expectations, Cherry Picking, and Conspiracy Theories. Developed by John Cook.
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GAMIFICATION

The use of game-design elements (points, challenges, rules, narrative) in non-game contexts —
including education — to increase engagement and motivation.

INOCULATION THEORY

A psychological framework that holds that people can be made resistant to persuasion and
manipulation by being pre-emptively exposed to weakened forms of misleading arguments — much
like a medical vaccine.

MAGIC CIRCLE

A concept in game studies referring to the psychological ’space’ created by a game in which special
rules, behaviours and meanings apply. Important for designing learning experiences in which
participants feel safe to experiment.

MALINFORMATION

Information that is based on reality but is used to inflict harm on a person, organisation or country
(e.q. leaks, harassment, hate speech).

MEDIA AND INFORMATION LITERACY (MIL)

A set of competencies that allows people to effectively access, analyse, evaluate, use and create
information across all media and formats. Defined by UNESCO as a combination of media literacy and
information literacy.

MISINFORMATION

False or inaccurate information, regardless of intent. Misinformation may be spread by people who
genuinely believe it to be true.

NON-FORMAL LEARNING

Organised educational activities that take place outside the formal school or university system. Non-
formal learning is typically voluntary, flexible and learner-centred.

PREBUNKING

A proactive approach to countering misinformation that aims to build resistance before people
encounter false or misleading content. Rather than correcting misinformation after the fact
(debunking), prebunking exposes people in advance to the techniques and strategies used to
manipulate information, weakening their persuasive effect. Prebunking is closely related to

inoculation theory, which provides its psychological foundation.
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GAMES COLLECTION - ANNEX TO THE TOOLKIT

thank you for reading

This games collection is a living resource. We encourage you to adapt, remix and
share these games and methods in your own library context. Together, we can help
young people escape misinformation.
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